MiniGirange

Setup Guide for installing the Wordpress 2FA Premium plugin

This guide explains how to install 2FA Premium plugin using miniOrange Console.

Step 1 — Downloading the 2FA Premium plugin from the miniOrange Console.

Login to the miniOrange console

In the left navigation bar, click on License.
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Click on Download Plugin option which is shown in red rectangle.
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After downloading the plugin go to wordpress admin dashboard and delete the free plugin.

Step 2 — Installing the 2FA Premium plugin from the Wordpress Dashboard.

Click on Add New plugin.
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Click on Upload Plugin.
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Click on Choose file and Choose the file which you have downloaded after making payment
and click on Install Now button.

Dashboard

Add Plugins | upload Plugin

}9‘ Posts

07 Media

2 If you have a plugin in a .zip format, you may install it by uploading it here.
|® Pages

B Comments

1] Choose File | miniorange-...remium.zip2 | Install Now

M Appearance

ﬁ Plugins

Add New

Editor
Featured Popular Recommended  Favorites Keyword ¥ Search plu

Tools Plugins extend and expand the functionality of WordPress. You may automatically install plugins from the WordPress Plugin Directory or upload a plugin in .zip format by clicking the button at the top
of this page.

Akismet Anti-Spam Activate Jetpack by WordPress.com Install Now

Akismet checks your comments and cantact More Details The ideal plugin f ts, related posts, More Details

form submissions against our global search engine optir
database of

nization, social sharing
m to protect you and your protection, backups, security, and more.
site from malicious content.

By Automattic

Click on Activate Plugin button It will activate the Standard/Premium plugin.
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Then click the miniOrange 2-Factor on wordpress sidebar.
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Step 3 — Two-Factor Setup by Users.

After the Premium plugin has been

installed, when the user tries to login, the user will be

entering his/her Wordpress username and password.

User will be entering the credential.

You are now logged out.

Username or Email Address

. - -

Pa

sesssneee

or

Username

@ Login with your phone




Setup Two Factor

A new security system has been enabled fo better protect your account.
Please configure your Two-Factor Authentication method by setting up
your account.

Get Started
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User will get OTP over email-id enter OTP and Click on Verify Code.

Verify Email
An OTP has been sent to ® Please enter the OTP
below to verify your email. If you didn't get the email, please check your
SPAM folder.

Enter the code

Didn'f get code?

<< Back
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After the successful validation of OTP, he will be asked to select his 2nd factor method of
choice.



Select Two Factor Method

Select any Two-Factor of your choice below and complete its setup.
= OTP Over 3M3
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& Authy 2-Factor Authentication
' Security Questions { KBA )
© OTP Over SMS and Email

If USer selects OTP Over SMS, User will be asked to set it up by entering his/her phone
number, and User will be asked to validate his/her phone number by entering the OTP sent to
his/her mobile number.

Verify Your Phone

The One Time Passcode has been sent to Please enter the
one time passcode below to verify your number.

Enter your phone number. An One Time Passcode(OTP) wll be sent to
this number.
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Please enter the One Time Passcode sent to your phone.
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After phone verification User will be asked to set up KBA as his/her backup method.

Two Factor Setup Complete

Please configure three security questions(KBA) from below as an alternate backup/ogin method.

Sl. No. Question Answer

1. | ------- ——Select your question-—--—----—-—-— v | 'Enter your answer
2 | ——————— --Select your question——---—-—-—--—-—— v | |Enter your answer
3. IEnter your custom question here |Enter your answer

e
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After Setup KBA, OTP Over SMS will be set as the 2-factor method for the user.

Two Factor Setup Complete

You have successfully set up OTP over SMS as your Two Factor method.

From now, when you login, you will be prompted for OTP over SMS as your 2nd factor method of
authentication.

Click Herefo sign-in to your account.
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After this, whenever the user tries to login, he/she will be prompted for the OTP sent to his/her
mobile number to validate him/her self.



